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Abstract—In recent years, there has been a growing interest
in exploiting sparsity of natural signals for use in a large
number of applications including encryption and steganography.
Steganography refers to the practice of hiding a secret message,
known as stegotext, within a simple looking message called
plaintext so that it can only be retrieved by the intended user.
It is also desired that the hidden data should in no way affect
the perceived quality of the cover message. In this paper, we
propose an approach to steganography that is based on sparse
representation of signals. The proposed method hides data within
an audio clip or an image without compromising on their
perceived qualities. It is also demonstrated in our experiments
that the hidden data can be successfully separated out from the
cover message. However, the proposed method is a fragile one in
the sense that it is not robust to any sort of lossy processing like
compression, cropping, etc.
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I. INTRODUCTION

The origin of the word ‘steganography’ lies in two different
Greek words “steganos” and “graphei” meaning covered and
writing, respectively. It is the name given to the practice of
embedding a secret message, known as ‘stegotext’, within
some other ordinary message, known as ‘plaintext’, so that
only the intended user with an appropriate key is able to extract
and read the hidden secret information [1]. Like encryption, its
basic aim is to hide a given piece of message from unintended
users. However, the fundamental difference in the ideas of
steganography and encryption lies in covering of the encrypted
message. Encryption is basically a method to scramble the
secret message in such a fashion that the encrypted message,
known as ‘ciphertext’, looks obscure and hence is unreadable
to unauthorized recipients. On the other hand, steganography
relies on hiding the secret message within a cover message in
such a way that the resultant message superficially resembles
the cover message. Thus, a secret message is transmitted under
the cover of a simple and seemingly harmless message; no
other person, apart from the intended recipient, suspects the
existence of the secret message in the transmitted data.

Steganographic techniques date back to 440 BC when mes-
sages were tattooed upon the shaven heads of slaves and hair
were allowed to grow over them in order to hide the message.
Other popular methods included writing using invisible ink,
messages photographically shrunk to fit within the punctuation
marks of larger innocent looking messages, etc.

In the context of digital signal processing, modern steganog-
raphy relies upon the fact that small changes in digitally
encoded messages are imperceptible by humans thus allowing
concealment of information within audio-visual data. Data
may be hidden as noise within audio or visual data without
affecting its perceptual quality. Many schemes capable of
achieving such a feat have been developed over the past
few years. These techniques are usually based on inserting
information bits within the LSBs of an image or audio.
Steganography in video includes embedding of pictures within
a video clip that are revealed by playing the video at a
slower rate. Methods based on spread spectrum have also been
proposed where a low power pseudo-noise signal containing
the stegotext is added to a digital cover message [2].

According to [1], any information hiding technique must
satisfy the following constraints.

• The perceived quality of the cover message should not
be degraded due to insertion of the stegotext within it.

• The detection of the presence of a hidden message and
subsequent determination of the same must require the
knowledge of some secret “key”.

• If multiple messages are hidden within the same cover
then they should not interfere with each other.

• The hidden message should be robust to all attacks that do
not degrade the perceived quality of the cover message.

Out of these, the last condition may be relaxed in some cases
based on which the steganographic methods may be classified
into two broad categories, both with different applications.
The form of steganography satisfying this condition is known
as robust steganography and is used in highly reliable data
communication. The other form, which is highly susceptible to
data loss, is known as fragile steganography and may only be
used for secure data communication in tamper proof conditions
or may as well be used as a digital seal to ensure that the data
has not been altered.

In either of these cases, the basic idea is to use the inherent
redundancies existing in the cover data to hide other informa-
tion within it without compromising with its perceptual quality.
One possible approach for exploiting these redundancies may
be to find and eliminate them and then use the voids to store
the secret data. Compressible data may hence prove to be



a good covering message for steganographic purpose. The
providence of a high compression ratio by a particular data
compression technique translates to the creation of a large
number of “voids” in the cover message that can store stego-
data within them. Consequently, a good compression technique
also turns out to be a good technique for steganography.

Over the past one-and-a-half decade, sparse representations
and their applications to compression and compressed sensing
have garnered much research interest. It has been observed that
sparse representations of signals provide very high compres-
sion ratios. Hence, it makes sense to exploit sparsity of signals
for hiding secret message in steganography. They may be used
to accommodate large payloads of stegodata without much
degradation in the perceived quality of the covering message.
This ability of sparse representations has been considered by
Bowley et al in [3] for encrypted image folding.

Sparse representations of signals have been exploited for
image steganography in [4]. It proposes sparse decomposition
of wavelet coefficients of the cover image for data hiding.
By using this method, the embedded secret message can be
reliably extracted without resorting to the original image. All
the four sub-band images obtained via 2D wavelet decompo-
sition are used for data embedding without losing the image
perceptibility. An over-complete dictionary is estimated, the
wavelet coefficients are sparsely represented with respect to
the dictionary, and then the secret message bits are inserted in
their sparse representations.

The algorithm given in [4] is believed to be the first
sparse representation-based steganography method, and to our
knowledge no more work on this topic has been published
till date. In this paper, we propose a novel algorithm for
steganography that uses sparse representations and can be used
with both audio and image. The proposed method is based on
the idea proposed in [3], the difference being that we use the
idea for performing steganography while it has been used for
encryption in [3]. The rest of the paper is organized as follows.
Section II discusses the fundamentals of sparse representations
followed by a detailed description of the method presented
by Bowley et al in [3]. Section III describes our proposed
algorithm for steganography including experimental results
and discussion. Finally, we draw our conclusion in Section IV.

II. SPARSE REPRESENTATIONS AND THEIR APPLICATION
TO ENCRYPTION

A sparse signal is one that has few non-zero entries relative
to its dimension. A large number of real world signals are
either sparse in their original form or can be represented
as a sparse signal in a transform domain. An overcomplete
dictionary for n-dimensional vectors is defined as a matrix
D ∈ ℜn×m that spans the entire n-dimensional space and
contains more columns than it contains rows, i.e. m > n.
This further implies that the system of equations given by

Dx = y, x ∈ ℜm and y ∈ ℜn (1)

will have infinitely many solutions. Hence, in order to select
one particular solution, some constraints will be required. One
such constraint commonly used is the sparsity constraint that
minimizes ℓ0 norm of x. Under this constraint the problem
takes the form

min
x

∥x∥0 subject to Dx = y (2)

Here ∥x∥0 denotes the ℓ0 norm of x measured as the number
of non-zero entries in the vector x. Therefore, essentially
the task is to find a maximally sparse representation x for
the observed signal y with respect to a given dictionary
D. In other words, the signal y is described as a sparse
linear combination of the columns of D. The columns of the
dictionary matrix D, hence, are the prototype signal-atoms
used for signal representation.

Although the problem of finding the sparsest x may super-
ficially seem to be simple, actually it is an NP hard problem.
Accordingly, a good number of methods have been developed
for solving sparse approximation problems. According to
Tropp [5], these methods may broadly be grouped into five
different categories. The first group includes greedy algorithms
such as the matching pursuit [6], orthogonal matching pur-
suit [7] and stage-wise orthogonal matching pursuit [8]. The
second category of approaches is based on convex optimization
like the basis pursuit [9] and FOcal Underdetermined System
Solver (FOCUSS) [10]. Methods based on some statistical
parameters such as the MAP [11] or MMSE [12] form the
third group of methods. Apart from these there are methods
based on non-convex optimization and brute force which are
not that popular.

Sparse representation of signals finds usage in several signal
processing applications such as compression [12], denois-
ing [13], pattern matching [14], etc. In [3], Bowely et al
have considered the idea of sparse representation of signals
for encrypted folding of an image. They demonstrated that
for certain images, sparse coding over a dictionary, which
is a concatenation of an overcomplete DCT dictionary with
an identity matrix, compression ratios of up to 10 may be
achieved while maintaining a PSNR of at least 40 dB. This
value of the PSNR is more than sufficient to maintain the
perceptual quality of the image. The authors further observed
that any signal y ∈ ℜn may be considered to come from a
K-dimensional subspace SK of the n-dimensional space if
it can be sparsely represented by x ∈ ℜm over a dictionary
D ∈ ℜn×m, m > n, with ∥x∥0 = K (K < n). It follows
that there exists a subspace S⊥

K of ℜn that is orthogonal to
SK such that every vector in SK is orthogonal to each of the
vectors belonging to S⊥

K . Thus, if some data is embedded into
this orthogonal subspace, this will act as noise obfuscating the
original image while it will be possible to retrieve the same
without any distortion by projecting the noisy image (original
image with noise embedded in it) onto the subspace SK .

Based on the idea developed in [3], we propose a sparse
representation-based approach for steganography. However,



the method proposed in [3] is an encryption process and so
cannot be directly utilized for steganogaphy. In encryption,
we need to recover the secret message from the obscured
ciphertext whereas steganography is concerned with retrieval
of the concealed data embedded within the cover message.
Further, encryption techniques do not necessarily bother about
perceptible quality of the ciphertext. The resulting ciphertext,
therefore, is obscure which may invite unsolicited attention.
On the other hand, from steganography point of view, it
becomes necessary to develop method that can hide stegodata
within a cover message (audio or image) in such a way that
the perceptible quality of the cover message is not degraded
thereby not drawing any unwanted attention. Thus, the encryp-
tion method developed in [3] requires to be suitably modified
so as to serve the purpose of steganography, as described in
the section to follow.

III. PROPOSED METHOD FOR STEGANOGRAPHY

As said in the previous section, if stegodata is added to a
subspace that is orthogonal to the subspace occupied by the
cover message then it can be separated out from the cover
message by projecting upon suitable subspace. Let, y be an n-
dimensional vector extracted from the cover audio or image by
taking n consecutive audio samples or by taking image-blocks
of size

√
n×

√
n, respectively. Given a dictionary matrix D of

size n× 3n, we find the 3n-dimensional sparse vector x such
that Dx = y. That is, x forms the sparse representation of
the input signal vector y over the dictionary D with a sparsity
constraint K, i.e. ∥x∥0 = K; the value of K taken to be
approximately 0.2n. The dictionary D is formed by combining
an n × n identity matrix with an n × 2n overcomplete DCT
matrix, as used in [3].

Since a sparsity constraint K is imposed, the input vector
y can be represented as a linear combination of K linearly
independent dictionary columns. Accordingly, the dictionary
columns corresponding to the support of the sparse vector
x form the basis of the K-dimensional subspace SK that
contains y. Once the subspace SK is obtained we look for
the (n − K)-dimensional subspace S⊥

K that is orthogonal to
SK . The steps for the purpose are as follows.

• Using a predetermined “key” as the seed, a random matrix
R of size n×n spanning the entire n-dimensional space
is generated.

• The projection of R onto the subspace SK is obtained
as SS†R, where S is the n×K matrix whose columns
form the basis of SK , and S† is the pseudo-inverse of S.

• The matrix P spanning the orthogonal subspace S⊥
K is

determined as
P = R− SS†R (3)

• Gram-Schmidt orthogonalization procedure is applied to
obtain a set of n−K linearly independent vectors from
the columns of P. These vectors form the basis of the
orthogonal subspace S⊥

K .

Suppose the data to be hidden in y is the (n − K)-
dimensional vector v. Then the data embedding is performed
as

ŷ = y + γS⊥v (4)

where S⊥ is the n × (n − K) matrix whose columns form
the basis of S⊥

K , obtained using the Gram-Schmidt procedure
above. The γ is some pre-defined weight used for scaling the
data to be embedded. It may be noted that the stegodata is
being added into the cover message as noise orthogonal to
the cover. Therefore, the value of the scale factor γ is to be
chosen such that it is large enough to allow the hidden data to
be recovered successfully and small enough not to cause any
degradation in the perceptual quality of the cover message.

For recovering the hidden data, the original cover message
(audio or image), the dictionary D and the “key” are made
available beforehand to the intended receiver. During the data
recovery phase, first the n-dimensional vectors y are obtained
from the original cover message. From this, the matrix S is
determined via sparse representation of y over D, as done at
the transmitting end. The “key” is used to generate the matrix
S⊥ following the method described above. Since the columns
of S and S⊥ form the sets of orthonormal basis of SK and
S⊥
K , respectively, and S⊥

K is the subspace orthogonal to the
subspace SK we have

(S)
T
S = IK , (S)

T
S⊥ = 0K×(n−K)(

S⊥)T S⊥ = In−K ,
(
S⊥)T S = 0(n−K)×K (5)

where Ik denotes an identity matrix of size k × k, and 0k×l

denotes an all-zero matrix of size k × l.

The hidden data v may now be extracted from the received
ŷ by projecting it onto the subspace S⊥

K , as follows.(
S⊥)T ŷ =

(
S⊥)T [

y + γS⊥v
]

=
(
S⊥)T Sx′ + γ

(
S⊥)T S⊥v = γv (6)

Here x′ is the K-dimensional vector obtained from the 3n-
dimensional sparse vector x by discarding all zero entries and
retaining only the K number of non-zero entries in it. Thus,
a scaled version of the hidden data is obtained which may be
rescaled appropriately to obtain the original hidden data.

In our experiments, we compared our proposed method with
the popularly used LSB-based method using 8-bit gray-scale

TABLE I
COMPARING OUR METHOD WITH LSB-BASED METHOD

%-age of “Lena” “Barbara”
occupancy LSB-based Proposed LSB-based Proposed

12.5 51.10 50.98 51.15 52.92
25.0 46.35 50.28 46.38 50.43
37.5 40.72 48.34 40.73 48.21
50.0 34.79 45.43 34.79 45.04
62.5 28.81 41.42 28.81 40.83
75.0 22.78 36.64 22.79 35.92
87.5 16.75 31.05 16.78 30.15



Fig. 1. Image “Lena” after embedding of stegotext

images “Lena” and “Barbara” as the cover data. In the LSB-
based method, the P least significant bits of every pixel in the
cover image are modified to contain the stegotext. Table I gives
the PSNR values (in dB) when the stegodata is embedded with
different percentages of stegotext occupancy in the image. It is
observed that for the same percentage of occupancy the cover
image is less degraded in case of our method compared to the
case where LSB-based method is used for data hiding.

Fig. 1 above shows the image obtained after hiding an
ASCII string of length 50, 000 inside the image “Lena” at
a PSNR value of 47 dB. The ASCII values of the text are
first converted to floating point numbers and then scaled down
by a factor γ = 100. The hidden text string is retrieved
after projecting each block of the image in Fig. 1 on their
corresponding S⊥

K and then typecasting the obtained floating
point numbers into character format. It is observed that there
is hardly any visible change in the original image after
embedding the message data (stegotext) within it. Thus, the
proposed method for steganography satisfies the desired re-
quirement regarding the perceived quality of the cover message
(plaintext) after insertion of stegodata within it.

IV. CONCLUSION

A new technique for steganography using sparse represen-
tations is proposed in this paper. It is observed that by using
this method any form of digital data can be hidden within an

image or an audio and subsequently recovered successfully
by projecting it onto a subspace that is orthogonal to the
subspace spanned by the sparse representation of the cover
data. However, the steganography technique developed here
is fragile and the stegotext may be lost if the cover image
or audio is subjected to noise, compression or any sort of
lossy processing. So, a future direction of research may be
to develop a robust steganography algorithm based on this
method. Also, a similar approach may be adopted for digital
watermarking.
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